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1. IossicHUTEIBLHAA 3aAMMCKA

1.1. [lenp u 3a1a4n JUCIHUILIMHBI

Llens mucuumianHbl —(OpPMUPOBAHUE CHCTEMATU3MPOBAHHBIX 3HAHUM O Mpoleccax pa3paboTKu
3alUIICHHBIX O0BEKTOB MH(OpPMATU3AIMKM U CHCTEM 3alMThl UHQOpMAMK Ha MpUMEpe MOo-
OWJIBHBIX CHCTEM W MPOMBIIIJICHHBIX CETEH, MPUMEHIEMBIX TIPH 3TOM TOJIX0JaX, METOJIUKAX U
MeXaHHM3Max 3amuThl nHpopManuu oT BperoHocHoro I10, a takxke dhopMupoBanue y o0ydaro-
HIMXCS YMEHUH M HABBIKOB, HEOOXOJUMBIX IPU HEMOCPEACTBEHHOM YYaCTHH B YKa3aHHBIX MPO-
Heccax.

3ajaun JUCHUTIIINHBI:

— copMUPOBATh 3HAHUSA O MOJEISAX M dTanax *XU3HEHHOTO IMKJIA 3alUIIEHHBIX 00BEKTOB MH-
dbopMaTU3alMK ¥ CHCTEM 3alIUThl HH(pOpPMAIMK, TPUMEHSIEMbIX TOIX0aX U METOoAax 1Mo obec-
MEYECHHIO 0€30ITaCHOCTH Ha Ka)KJIOM U3 TaIloB;

— copMUPOBATH MPEACTABICHUS 00 YI3BUMOCTSX, IPUCYIIHX 00BbEKTOB HH(pOpMATH3AIHH, CBSI-
3aHHBIX C HUMHU yIpO3aMHy, a Takke HaBBIKH (OpMHpOBaHHS Mofelel yrpo3 0e30MacHOCTH U
MOJIEJIEH ITOTEHIINAIbHBIX HapyIIUTENEH;

— copMUPOBATh U Pa3BUTh KOMIIETEHIIMH, 3HAHUS U MIPAKTUYECKHE HABBIKU 00ECTIEYeHUs TeX-

HOJIOTHYECKOW M 3KCILTyaTallMOHHOH 0€301MacHOCTH 00bEeKTOB HH(OPMATH3ALINH .

1.2. ®opmupyembie KOMIIETEHIINN, COOTHECEHHBIE C ITTAHUPYEMBIMU PE3YJIbTaTaMHi 00yUeHHS

IO AMCHHUIIIINHE!:

Komnerennus Nuaukatopsl komneren- | PesyabTarhl 00yuenust

(Kol ¥ HAMEHOBA- uui

HUE) (K01 1 HAUMEHOBAHUE)

[TK-2 [K-2.1 3HaTh:

Cnoco0OeH mpuUMEHSTh | 3HaTh apXUTEKTYpPy U MPUH- | apXUTEKTYpy W MPHUHIMIBI TOCTPOSHUS
MPOTpaMMHBIE  CPE/I- | IIUIIBI TTIOCTPOSHUST OTIEPAIIH- | OTIEPAIMOHHBIX CHUCTEM, IOJCUCTEM 3a-
CTBa CUCTEMHOTO, | OHHBIX CHCTEM, MOJICUCTEM | IMUTHI WH(POPMAIUU, COCTAaB THUIIOBBIX

MMpUKJIagHOro M CIie-
[[MAIBHOTO Ha3Hayve-
HUsI, UHCTPYMEHTAIb-
HBIE CPEJICTBA, S3BIKU
U CHUCTCMBI IIpOorpam-
MUPOBaHUSA I pe-
meHuss  npodeccuo-
HAJBHBIX 3a/1a4

3aUThl  UHPOPMAIIMH, CO-
CTaB THUIIOBBIX KOH(UTypa-
105071 MIPOrPaAMMHO-
arnmapaTHbBIX CpPEICTB 3allu-
Tl UH(OPMAINU, S3BIKU H

KOH(uUrypauui IIPOrpaMMHO-
anmnapaTHbIX CPEACTB 3alUThI 3alLULICH-
HbIX OOBEKTOB MH(pOpPMaTU3allUd U CH-
CTEeM 3alIUThl MHQOpMAIMK Ha IpuMepe
MOOUJIBHBIX CHCTEM U IPOMBIIUIEHHbIX

CHUCTEMBl TPOTPaMMUPOBA- | CETEH
HUS
[1K-2.2 YMeTb: TPOTHUBOJEHCTBOBATH  Yrpo3am

YMeeT mpoTUBOACHCTBOBATh
yrpo3aMm 0€30MacHOCTH WH-
dbopMaIuu ¢ UCMOIbL30BaHU-
€M BCTPOCHHBIX CpCacCTB
3aIUThl HH(OPMAIIUN

6e301acHOCTH MH(OPMAIUKN C UCIOIb30-
BaHWEM BCTPOEHHBIX CPEACTB 3allUThI
uHboOpMallMd Ha TpHUMepe MOOMIBHBIX
CUCTEM U IIPOMBIIUIEHHBIX ceTel

[TK-2.3

Brnaneer xoHTposem Kop-
PEKTHOCTH  (DYHKIIMOHUPO-
BaHUA ImporpaMMHO-
anmnapaTHbIX CPEICTB 3alllk-
Tl MHpOpMAIMU B oOmepa-
LIMOHHBIX CUCTEMAX

Bnagers:

KOHTPOJIEM KOPPEKTHOCTH (HYHKIIMOHH-
poBaHuUs IIPOTrpaMMHO-aNnapaTHBIX
CPEACTB 3alIUThl MHPOPMAIUN B Olepa-
LUMOHHBIX cuctemax mnpumepe 0T u In-
dustrialEthernet




[1K-8

CriocobeH ocyIiecTB-
JSITh  MOHUTOPHHT |
ayJIHT 3alUIICHHOCTH
uHoOpMaIMd B aBTO-
MaTU3HUPOBAHHBIX CH-
cremax

[1K-8.1

3HaeT OCHOBHBIE KPHIITO-
rpaduyeckne METOoAbl, aJro-
PUTMBI, TIPOTOKOJIBI,  HC-
HOJb3yeMble Ul 3alIHUThI
uHpoOpMalMd B aBTOMATH-
3UPOBAHHBIX CHCTEMax, Op-

3HATh:

- yrpo3bl 0€30MacHOCTH HH(pOpPMAIUN U
BO3MOJKHBIC ITyTH UX PEATH3aALUH

YMers:

- onpenensaTh HMH(OPMALMOHHBIE pecyp-
ChlI, MTOJUIC)KAIIINE 3AIHUTE;

- OTIPENeNATh Yrpo3bl 0€30IMacHOCTH HH-

TaHW3aIlMOHHBIE Mephl 1O | (hopMaInu.

3anuTe HHpOpMaIu

I1K-8.2 VYMerTh:

YMeeT aHaMM3uUpOBaTh MPO- | - ONPEACTATh HWH(DOPMALMOHHBIE peCyp-
IrpaMMHBIC, APXUTEKTYPHO- | CbI, TIOIC)KAIIIME 3AIIUTE;

TEXHUYECKHE U CXEMOTEX-
HUYECKUE PELICHUs KOMIIO-
HEHTOB  aBTOMAaTU3UPOBAH-
HBIX CHCTEM C LEJIbIO BbISB-
JICHUS] TIOTEHUUAJIbHBIX YsI3-
BUMOCTEH 0e3omacHOCTH
uH(popMalu B aBTOMATHU-
3UpPOBAaHHBIX CUCTEMax; Be-
CTH MPOTOKOJBI U KypHaJbl
ydeTa IpH OCYIIECTBICHUHU
ayJIuTa CUCTEM 3alllUThl UH-

- aHaJIM3UpOBaTh NPOrpaMMHbBIE, aApXH-
TEKTYPHO-TEXHUYECKHE U CXEeMOTEXHUYEe-
CKHE€ DELIEHUS KOMIIOHEHTOB aBTOMAaTH-
3UPOBAaHHBIX CHCTEM;

- OIPENENSITh Yrpo3bl 0€30M1aCHOCTU HH-
(hopMaluu npu MpoBEICHUH AyAUTA.

dbopMalii  aBTOMaTH3UPO-
BAaHHBIX CUCTEM
[1K-8.3 Biagers:

Brnaneer HaBpikamMu BbIpa-
OOTKM pEKOMEHJAIUK st
MPUHATHS PEIICHUS O MO-
JIEPHU3ALNHA CUCTEMBI 3alllu-
Thl UH(pOpPMAIUU aBTOMATH-
3UPOBAHHON CHUCTEMBI

- HaBBIKAMHU T10 ONPEACTICHUIO YTPpo3 0e3-
OMACHOCTU MH(pOPMALIUU

- HaBBbIKaMH II0 BBIpa6OTK€ PEKOMEHOA-
Ui B paMKax MOJAEPHU3AIlMH CHCTEMBI
3aIIUTEI aBTOMAaTU3UPOBAHHBIX CUCTEM.

1.3. MecTo qUCHHIUIMHEI B CTPYKTYpE 00pa30BaTeIbHON MPOrpaMMBbI

JuctumumHa «3ammTa HHOOPMAIUKA OT BPEJOHOCHOTO TPOrPaMMHOTO 00€CIIEUCHHSI» OTHOCHT-
cs K yacth, (HopMHpPyeMOW ydaCTHHKaMU OOpa3oBaTENbHBIX OTHOIICHUWOIOKA UCIUIUINH
y4eOHOTO IJIaHa.

Jlist ocBOGHMSI TUCIUIUIMHBI HEOOXOAMMBI 3HAHUS, YMEHUS W BIaJIeHUs, CHOPMUPOBAHHBIC B
X04€ U3YUYCHHACICAYIOINX AUCHHUILUIMHU HNPOXOXKIACHUAIIPAKTHUK: ((AHHapaTHI)Ie Cp€acTtBa BbI-
YHCITUTENBHON TEXHUKNY», «be30MacHOCTh ONepalnoOHHBIX cucTeM», «CeTH U CUCTeMBI Tepeaadn
uHpopmanun», «lIporpamMmmHO-anmapaTHbIe CPEICTBA 3aLIUTHI HHPOPMAITUI.

B pesynbrare ocBOCHHS NMCHUILIHHBI (DOPMHUPYIOTCS 3HAHUS, YMEHUS U BIIAJCHUS, HEOOXOIH-
MBbI€ JIJISI U3YYCHHS CICAYIONINX TUCIUIIINH U MPOXOXKACHUS MPakTHK: «OleHKa 0e30MmacHOCTH
MPOrPaMMHOTO 0OECTIeUeHUsI aBTOMAaTU3UPOBAHHBIX cUCTeMY, «[IpeIuminoMHas MpaKkTUKa.

2. CTpyKTYypa IMCUMILIMHBI
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OO0mmast TpyI0eMKOCTh TUCIUIUIMHBI COCTaBIsIeT 3 3adeTHble equHUIlbl, _108 akamemude-

CTpyKkTypa IMCUMIVIMHBI JJIS 04HOI GopMbI 00yUeHM s
O0beM TUCIUIUIMHBI B ()OpME KOHTAKTHOW PabOThI OOYYAIOMIMXCS C TEIarorHYeCKUMHU

paboTHUKaMU U (WJIM) JTULAMH, IPUBIEKaEMbIMH K peai3alii 00pa30BaTeIbHONU MPOrpamMMbl
Ha WHBIX YCJIOBUSX, IIPU MPOBEJCHUN y4eOHBIX 3aHITHM:

Cemectp | Tunm yueOHBIX 3aHATHIA KonnuecTBo
4acoB
Jlexuun 28
[IpakTuyeckue pabOTHI 32
Bcero: 60

O0BeM TUCHUIUTHHBI B (popMe caMOCTOATeNIbHON paboThl 00ydaromuxcscocTapiser 48

aKaICMHUYCCKHUX 4Yaca.

3. Conep:xkaHue THCHUTLTAHBI

Ne | HaumenoBanue pasgena gucuu- | Coagepikanue
TJIMHBI

1 IonsitTue MoOMIbHBIE cucTeMbl. | [loHsATHE, CTPYKTYpa U COCTaB MOOMIIBHBIX CUCTEM.
Ba3oBbie 3HaHust M0 3amuTe 00b- | Kinaccudukanus o6bexkToB HH(OpMATU3ALIUU C TOY-
eKTOB MH(opMaTH3anuu KM 3peHus 6e3onmacHocTH. [IpuHimmbl obecneueHust

nHpopMalMoHHO# 6e3onacHocTH. [loHsTHE M BUIBI
BpenonocHoro [10.

2 | Ilonsitue npoMeinuieHHbIe ceTH. | [loHsATHE, CTPYKTYpa U COCTAaB MPOMBIIIJIEHHBIX CeE-
Ba3oBbie 3HaHUsI 10 3amuTe 00b- | Teil. Kimaccudukanust 00beKToB HHGOPMATHU3ALIUH C
eKTOB HH(popMaTH3aLuH TOYKU 3peHus 6e3onacHoctu. [IpuHuumne odecne-

yeHus1 ”HQopMaloHHoi 6e3onacHoctu.llonstrue u
BHJIbI BpeoHocHoro I10

3 | IpoekTHpOoBaHHe CHCTEMBI 3a- dopmupoBanue TpeOOBaHUHN K 00bEKTY HH(pOpMa-
IUTHI KOH(PHUIEHINAIBLHON HH- Tu3auuu. MoaenupoBanue yrpo3 0€30MacHOCTH.
¢opmanuu Ha mpuMepe MOOMIb- | MeTobl o0ecnedeHns 3alUIEHHOCTH 00bEKTOB
HBIX CHCTEM H NPOMBbIIILJIEHHbIX nH(pOpMaTHU3alMY Ha 3Talle BHEAPEHUS U dKCIUTya-
cerei Talu.

4 | ApxuTekTypa MOOMJIBHBIX CH- CTpyKTypa 1 Ha3HaYEHHE CUCTEMbI 3aLUThI UH-
cTeM (dbopmanuu. ITansl MOCTPOSHUSI CUCTEMBI 3aIIUThHI

uHpopmanuu. [lopsaok pazpaboTKu CUCTEMBI 3a-
IIUTHI KOHQHUAESHIIMATLHON HH(OPMAIHH.

5 | ApXMTeKTypa NpoMbIILIEHHbIX CTpyKTypa 1 Ha3HaYEHHE CUCTEMBI 3allUThl HH-

ceTe (dbopmanmu. DTarnbl MOCTPOSHUS CUCTEMBI 3aIIUThHI
uHpopmanuu. [lopsaok pazpaboTKu CUCTEMBI 3a-
IIMTHI KOHQHUASHIIMATBHON HH(OPMAIIH.

6 | HopmaTuBHO-IpaBoBbIe TPe0o- [IpoTuBOpeuns Mexay HeoOXOJUMOCTBIO TPUMEHe-
BaHUs N0 cepTUPUKALUHN MO- HUS IPOrPaMMHO—TEXHUYECKUX CPEJICTB 3aLIUTHI
OMJILHBIX CHCTEM uH(popMalMy ¥ TpeOOBAHUH 1O OCYIIECTBICHUIO

KOHTPOJIbHBIX MEPOTIPUSATUI HA OCHOBE MOI00HBIX
cpencTB. B naHHOM ciydae nponenypbl KOHTPOJIb-
HBIX MEPONPUSITUIA MOTYT OCYHIECTBIISATHCS C UC-
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MOJIb30BaHUEM TIEPCOHABHBIX TaHHBIX Pa0OTHHUKA,
moJiBepraroiierocs mposepke. Komruiekc Hopma-
TUBHO — TPABOBBIX JOKYMEHTOB, OIPEICISFOIINX
KaK KaTerOpuH U BUbI KOHPUICHIIMATEHOU WH-
dhopmaruu, TpedoBaHus 10 obecrieueHus nHpopma-
IIMOHHOHW 0€30MacCHOCTH MOI00HBIX HH()OPMAIIHOH-
HBIX PECYPCOB, TaK U IEPEUCHb PEKOMEHIYEMbIX
JUTSL KCTIOJIE30BAHUS CITIOCOOOB U CPEJICTB 3aIUTHI
nHpopmauu

AHaiam3, kiaccupuxkanusa u Mme-
TOAbI BHEJPEHMSI BPeIOHOCHBIX
MmporpamMmm

Boesslie BpegoHocHbIe iporpamMmbl. Knaccuduxanun
BPEIOHOCHBIX NTPOrpaMM.MeTo 1l BHEIPEHMUSI Bpe-
JIOHOCHBIX Nporpamm.BpenonocHas nporpamma
Stuxnet.BpenonocHast mporpamMmma
Wiper.Bpenonochas nporpamma Flame.
Bpenonocnas nporpamma Duqu. Bpenonocnas npo-
rpamma Icefog. AHanu3 cpeacTB JOCTaBKH Bpeo-
HOCHBIX IPOTPAaMM JI0 OOBEKTOB UX aTaKu

4. Obpa3oBaTeIbHbBIETEXHOJIOTHH

OO0pa3oBaTe/ibHbIE TEXHOJIOTHH

Ne . Oo0pa3oBaTte/ibHbIE TEXHO-
HanmenoBanue pasiena |Buabl yueOHbIX 3aHATHIH
n/n JIOTUH
1 |2 3 4
1 |[lonsitue moOuibHbIe cu-  |Jlexkums 1 TpaguunoHHas JEKIUS C UC-
creMbl. bazoBble 3HaHMS MO M0JIb30BaHUEM MIPE3CHTALNM
3almTe 00BHEKTOB HHDOP-
MaTu3aluu [IpakTuueckoe 3ansitue 1 Brinonnenue 3aganuit
Pabora c nureparypoit
2  |[lonsitue npomeiieHHble | Jleknus 2 TpanuuyoHHAsK JIEKIUS C UC-
cetu. ba3oBble 3HaHUS 1O MOJIb30BaHUEM MPE3CHTALNM
3almUTe 00HEKTOB HDOP-
MaTu3aluu [IpakTuueckoe 3ansiTue 2 Brinonnenue 3aganuit
Pabora c nureparypoit
3 |[IpoextupoBanue cuctemsl |Jlekius 3 TpanuuoHHAst TEKIUS C UC-
3aIUTHl KOH(HICHIINATb- MOJIb30BaHUEM MPE3CHTAIUI
HOW nH(popManK Ha TIPU-
Mepe MoOUIbHBIX cucteM U |[IpakTuueckoe 3aHsTHE 2 Brimmonnenue 3aganuii
MIPOMBIIUIEHHBIX CETEN Pabora c nureparypoit
4 |Apxutektypa MOOWIBbHBIX |Jlekmws 4 TpanuioHHAs! IEKIHS C UC-
CUCTEM MOJIb30BAaHUEM MPE3CHTAIIUI
[IpakTrueckoe 3ausTue 3 Brinosninenue 3aganuit
Pabora c nureparypoit
5 |ApxuTekTypa npomsliluieH- [Jlekuus 5 TpanuuroHHAst IEKIUS C UC-

HBIX ceTeN

MIOJIb30BAaHNEM TPE3ECHTALNN
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[IpakTrueckoe 3aHsTue 5

Brimonuenue 3aganuii
Pabora c nureparypoit

HopmaTtuBHO-TIpaBOBEIE
TpeGoBaHus MO cepTuduKa-
I MOOWJIBHBIX CHCTEM

Jleknusa 6

[IpakTnueckoe 3ansTue 6

TpaguuuoHHas JeKIUs C UC-
IIOJIb30BAaHUEM IIPE3CHTALUN

Brimmonuenue 3aganui
Pa6oTa ¢ nmuTeparypoii

AHnanus, kinaccuuKamms 1
METO/Ibl BHEJIPEHUS BPEI0-

Jlexkuus 7.1
Jlexnus 7.2

TpaguuuoHHas JeKIUs C UC-
IIOJIb30BAHUEM IIPE3CHTALUN

HOCHBIX ITpOrpamMm
Brimmonnenue 3aganuii

[IpakTrueckoe 3ansitue 7 Pabota ¢ nmuTeparypoii

5. OueHka IVIaHNPYeMbIX Pe3yJIbTATOB 00yUeHHs

5.1. Cucrema orieHUBaHUS

®opMa KOHTPOJISA Makc. K0J1M4ecTBO 0aJJI0B

3a ogny padorty Bcero
Texkymuit KOHTPOJIb:
- npakmuyeckoe 3ansimue Ne 1 9 b6annos 9 bannos
- npakmuyeckoe 3ansimue Ne 2 17 6annos 17 6annos
- npakmuyeckoe 3auamue Ne 3 17 b6annos 17 b6annos
- npakmuyeckoe 3anamue No 4 -7 17 6annos 17 6annos
IIpomexyTouHas arrecTanus - 3a4€TC OLEHKOU 40 6annos
(OTBETHI Ha BOMPOCHI)
HToro 3a cemecTp 100 6annos

[lepeueHp KOMIETEHLINH C YKa3aHHEM 3TanoB UX (OPMUPOBAHHUS B MIPOLIECCE OCBOCHUS IUCIIH-
IUIMHBI IPEJCTABISETCS B BUAE TaOIHIIbL:

No Konumponupyemuwie pazoe-
n/n | sl OucyunIuHbL

Koo konmpoaupyemoii kom-
nemenuyuu

Haumenoeanue oye-
HOYHO020 cpeocmea

Temer 1 —7 [IK-2.1, TIK-2.2, TIK-2.3, I[IK- | Onpoc

8.1, IIK-8.2, [IK-8.3
[Mpaxtuueckue 3ausatus 1 — | [1IK-2.1, [TK-2.2, T1K-2.3, [IK- | [naanpakTudeckoro
7 8.1, T1IK-8.2, ITIK-8.3 3aHATHUA

[Tonmy4eHHBI COBOKYIHBIHN pe3yabTaT KOHBEPTHPYETCS B TPAIUILIMOHHYIO KAy OLIEHOK U B
HIKaJy OLeHOK EBpONEeNCcKoi CuCcTEMBI IEPEHOCA U HAKOIJIEHUS KPEUTOB
(EuropeanCreditTransferSystem; ganee — ECTS) B COOTBETCTBUM ¢ TaOIUIICH:

100-0apHas wIka- ToalilHOHHAs LKA lxana
ma PAHIHO ECTS
95-100 OTJIUYHO A




83-94 3a4TEHO B
68 — 82 XOPOIIIO C
56 —67 D
50 55 YJIOBJICTBOPUTEIIEHO E
20-49 FX
0_19 HEY/IOBJICTBOPUTEILHO HE 3a4TEHO F

5.2. KpI/ITCpI/II/I BBICTABJICHUS OLCHKH 110 JUCIHHUITIIMHE

Banany/
HIxaJuaa
ECTS

OuneHka mo
JUCHUILIMHE

KpuTepuu oueHkH pe3yJbTaTOB 00yUueHHUs M0 TUCHUTIJIMHE

100-83/
AB

OTJINYHO

BricraBnsiercst 00y4aromeMycsi, €Clii OH TITyOOKO ¥ POYHO YCBOMJI TEOPETHYECKUH 1
MIPaKTHYECKUI MaTepHall, MOKET IIPOJEMOHCTPHPOBATh 3TO Ha 3aHATUSX U B XOJIE
MIPOMEKYTOYHOH aTTECTAIHH.

OO0yuarommiicst ICYePIBIBAIONIE U JIOTHYECKH CTPOIHO M3/IaraeT yaeOHbIH MaTeprat,
YMEET yBSI3bIBATh TEOPHIO C IIPAKTHKOH, CIIPABILIETCS C pEIICHNEM 3a1a4 npodeccro-
HaJIbHOM HAaNpaBIEHHOCTH BHICOKOTO YPOBHS CIIOXHOCTH, IPAaBMIHLHO 0OOCHOBBIBACT
TIPUHSTHIC PEIICHUS.

CB0OOIHO OpHEHTHpPYETCS B yueOHOH 1 MpohecCHOHATIBHOM TUTEpaType.

OueHKa 10 AUCIMIUIMHE BBICTABJIAIOTCS 00yYaloneMycsi ¢ y4éTOM pe3ysibTaToB TEKY-
IIEH U IPOMEXKYTOUYHOH aTTEeCTalUHU.

KommnereHImu, 3aKperuiéHHbIC 3a TUCIMIUTMHOMW, CHOPMUPOBAHBI HA YPOBHE — «BBICO-
KUY,

82-68/

XOpOIIIO

BricTaBisieTcss 00yJaromeMycs, €CIi OH 3HACT TCOPETUUCSCKUN U MPAKTUICCKUN MaTe-
puai, TpaMOTHO U 1O CYIIECTBY M3JIaraeT ero Ha 3aHITHIX U B XOJ/1€ TPOMEXYTOUHOH
aTTecTalllu, He JIOMyCKasl CyIleCTBEHHBIX HETOYHOCTEH.

OOyuarommiics IPaBUIIFHO IPUMEHSIET TEOPETHUCCKUE ITOIOKEHUS TIPH PEIICHUN
MIPAKTHIECKUX 3a]1a4 MPOPECCHOHANBHON HAIIPABICHHOCTH PA3HOTO YPOBHS CIIOKHO-
CTH, BJIaficeT HEOOXOAMMBIMH ISl 3TOTO HABBIKAMH H IPHEMaMI.

JlocTaTodHO XOPOIIO OpUEHTHUPYETCA B yueOHOU U TPo(ecCHOHATBHOHN INTepaType.
Or1eHKa IO AWCIUIUTAHE BBICTABILIIOTCS 00yJaIOMeMycs ¢ YIETOM Pe3yIbTaTOB TEKY-
e U MPOMEXYTOUYHOH aTTeCTal|H.

Kommerenmum, 3akpeniéHHble 3a AUCIUTUTNHON, CPOPMHUPOBAHBI HA YPOBHE — «XOPO-
HIANY.

67-50/
D,E

YIOBJIETBO-
PHUTENBHO

BricTaBisieTcs: 00yJaroneMycs, Ciii OH 3HaeT Ha 0a30BOM YPOBHE TEOPSTHYCCKUN U
MPaKTUUECKUHA MaTepual, TOMyCKaeT OTJeNbHbIE OIIMOKH MPHU €T0 U3JI0KEHNUH Ha 3a-
HSTHUSIX U B XOJIe MPOMEKYTOUHON aTTeCTallny.

OOyyJaromuiics UCTIBITHIBAET OIpeIeIEHHbBIE 3aTPYAHEHUS B TPUMEHEHUN TEOPETHY E-
CKHUX TIOJIOKEHUH NP PEHICHUN MPAKTUUECKUX 3a7a4 MpodheCcCHOHaTHHON HATpaBIIeH-
HOCTH CTaHAApPTHOTO YPOBHS CIIOKHOCTH, BIIaIee€T HEOOXOAUMBIMU JIJIsI 3TOTO 6a30-
BbIMHU HaBBIKAMH U IPUEMAMH.

JeMOoHCTpHpYET NOCTATOYHEIH YPOBEHb 3HAHHS YUEOHOW TUTEPaTyPHI IO TUCITUILIIHE.
Or1eHKa IO AWCIUIUTAHE BBICTABILIIOTCS 00yJarOIIEMyCsl C YIETOM Pe3yJIbTaTOB TEKY-
el U IPOMEXKYTOUHOHM aTTeCTalUH.

Kommerenmuu, 3akpeniéHHble 3a AUCIUTUTMHON, COPMUPOBAHBI HA YPOBHE — «JIOCTa-
TOYHBINN.

49-0/
F,FX

HEY/OBJIET-
BOPHUTENBHO

BricTaBisieTcst 00y4aromeMycsi, €ciii OH He 3HaeT Ha 6a30BOM YPOBHE TEOPETUIESCKUI
U IPAKTHYECKUI MaTepual, JOMyCKaeT rpyObie OMMOKH P €T0 U3JI0KEHUHW Ha 3aHs-
TUSAX U B XOJI€ TIPOMEKYTOUHON aTTECTAIINH.

OOyyJaromuiics UCTIBITHIBAET CEPhE3HBIE 3aTPYAHEHNS B IPUMEHEHUN TEOPETHUECKUX
TIOJIOKEHUH TIPH PEIICHUH MPAKTHYECKUX 3a/1a4 PO eCCHOHANTBHON HANPaBIEHHOCTH
CTaHIAPTHOTO YPOBHS CIOXHOCTH, HE BIIaJIceT HCOOXOAUMBIMU JUIS 3TOTO HABBIKAMH U
pu€MamH.

JdemoHCTpHpyeT pparMeHTapHbIC 3HAHUS YIeOHOH JINTEPATypPHI 10 TUCIUTUIAHE.
Or1ieHKa IO AUCIUIUIMHE BBICTABILIIOTCS 00YJYarOIIEMYCsl C YIETOM PE3yJIbTaTOB TEKY-
el U MPOMEXYTOUHOM aTTeCTallH.

KomnereHIny Ha ypoBHE «IOCTATOYHEII), 3aKPEIUIEHHBIC 32 TUCIUTUIMHOW, He Cop-
MHPOBAHEI.




10

5.3. OneHo4HbIe CpeacTBa (MaTepHaIbl) U TEKYIIETO KOHTPOJIS YCIIEBAEMOCTH, TPOMEKYTOU-
HOM aTTecTaluu 00yJaroImuxcs Mo JUCHUIUINHE

Bomnpocs! k 3auety - nposepka chopmupoBanHocTa komnerenimii [1K-2, T1K-8

KonTposbHbie BONPoCchI Peanm3yemblie komie-
TEeHIHHU
1. TlonsTHe, CTpYKTypa U COCTaB MOOMJIBHBIX CUCTEM. IK-2.1, TIK-2.2, T1IK-8.1,
I1K-8.2
2. Knaccudukanus cucteM CUCTEM. IIK-2.1, I[IK-2.2, TIK-8.1,
I1K-8.2
3. Ilpunnuner obecrieuenus nHpopManronHon 6e3omnac- | [1K-2.1, T1K-2.2, T1K-8.1,
HOCTH. I1K-8.2
4. JKusHeHHBIA MK MOOWIBLHBIX CUCTEM. IIK-2.1, I[IK-2.2, TIK-8.1,
I1K-8.2
5. MoaenupoBanue yrpo3 OesomacHoctd oObekta uH- | [1K-2.1, T1K-2.2, TIK-8.1,
dbopmaruzanuu. I1K-8.2
6. VYmparieHHe MPOCKTHPOBAHHWEM 3alIUIICHHBIX 00bek- | [TK-2.1, TTK-2.2, T1K-2.3,
TOB HH(OpMATH3ALIHH. IT1K-8.1, TIK-8.2, T1K-8.3
7. CTpykTypa W Ha3Hau€HHUE CUCTeMbI 3amuThl wHOpOp- | [1K-2.1, TTK-2.2, [1K-8.1,
Malliy Ha MPUMEPE MOOMIILHBIX CHCTEM. I1K-8.2
8. Drambl HOCTPOCHHUS CHCTEMBI 3aIIUTHI HH(POPMALINH. IK-2.1, I1K-2.2, T1K-8.1,
I1K-8.2
9. ApXWTEKTypa MOOWIIbHBIX CUCTEM. IK-2.1, T1K-2.2, TTK-8.1,
I1K-8.2
10. OneHKa COOTBETCTBUS CUCTEMBI 3aIlMThI. I1K-2.1, [1K-2.3, 11K-8.1,
I1K-8.3
11. Meronuku aHanm3a puCKOB uH(popMmarmoHHou 6Oes3- | I1K-2.1, TTK-2.3, T1K-8.1,
OITACHOCTH. I1K-8.3
12. Arrectanmsi 00beKTOB HHPOpMaTH3amu no 6ezomnac- | [1K-2.1, [IK-2.2, TIK-8.1,
HOCTH. I1K-8.2
13. IlpotuBopeunst Mexay HeoOxoaumocTbio npumenenus | 11K-2.1, TIK-2.2, TIK-8.1,
MPOrPaMMHO—TEXHUYECKUX CpeIcTB 3amuThl WH- | [1K-8.2
dopmaruu U TpeOOBaHUN MO OCYIIECTBICHUIO KOH-
TPOJBHBIX MEPOTPUATHH HA OCHOBE ITOJOOHBIX
CPEJICTB.
14. @aktopel pucka TpH UCTONb30BaHUM MoOmIbHBIX | [1K-2.1, TTK-2.3, T1K-8.1,
YCTPOMCTB JJIsl Mepeaun KoprnopatuBHoi mHpopma- | [1K-8.3
U,
15. OTtBeTcTBEHHOCTh TMOJb30BaTenelt mpu obpadotke | [1K-2.1, TTK-2.3, TIK-8.1,
KOPIIOPATHBHBIX JIAHHBIX HA MOOMIILHOM ycTpoiicte. | [1K-8.3
16. Bo3smoxHocTH TiepexBaTa MOOWIBHBIX coobmenuit, | [IK-2.1, [TK-2.3, TIK-8.1,
3BOHKOB W TiepeiaBaeMbIX (haiioB mo He3anmmeHHsM | [1K-8.3
KaHajaM CBs3U (MOJKIIIOYEHUE K MyOJMYHBIM TOYKaM
Wi-Fi, ucronb30BaHre HE3AIMUIIEHHBIX MPHIOKCHHH
JUTSI 3BOHKOB, COOOIICHU 1 XpaHeHwHsI PailyioB u 1p.)
17. [IporpaMMbI-BBIMOTaTeIN JUTS moOmibHbIX | [TK-2.1, TTK-2.3, TIK-8.1,
yCTpONCTB. BOTHETHI. I1K-8.3
18. 3ammmennocts MoOMIBHEIX OC. I1K-2.1, IIK-2.3, TIK-8.1,
I1K-8.3
19. MDM-pemienwst u1sl 3aIATH MOOMIIBHBIX yerpoiicT. | [TK-2.1, [TK-2.2,T1K-2.3,
I1K-8.1, T1K-8.2, ITK-8.3
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20.

CapsuleWorkspace kak u30aupOBaHHAs OT OCTATBHOMN
OTIEPALIMOHHOM Ccpeabl MOOWJIBHOTO YCTpOMCTBa 3a-
HIMIIeHHas U 3amudpoBaHHas 00J1acTh, BHYTPU KOTO-
POl yXe pa3BEepHYTHI 110YTa, KaJICHJaph, XPaHWIUIIE
daiinos, Opaysep u 1p.

I1K-2.1, I1K-2.2,11K-2.3,
I1K-8.1, I1K-8.2, T1K-8.3

21. UnTennekryanpHble  cuctembl  mpenynpexaenus | [1IK-2.1, T1K-2.2,11K-2.3,
BTOP)KCHHIA. TIK-8.1, I[IK-8.2, ITK-8.3
22. AHTHBHpPYCHI KaK CPEICTBO 3alIUThI OT BpenonocHoro | ITK-2.1, T1K-2.2,11K-2.3,

I10.

I1K-8.1, I1K-8.2, T1K-8.3

23.

CpenctBa oOHapyKeHHsI aTaKk Ha mpuMmepe Snort u
Surricata.

MK-2.1, I1IK-2.2,11K-2.3,
I1K-8.1, I1K-8.2, T1K-8.3

24.

Cucrema Enstein. Ee pynkimonan u Ha3naueHnue.

MK-2.1, I1K-2.2,11K-2.3,
I1K-8.1, I1K-8.2, T1K-8.3

25.

Mertonsl mepexBara HHGOPMAIIMA U TEXHOJIOTHUS TPO-
tuBozaeiicteug CCHB.

MK-2.1, I1IK-2.2,11K-2.3,
I1K-8.1, I1K-8.2, T1K-8.3

26.

HepCHeKTI/IBHHC HaIlpaBJICHUS Pa3BUTHUA BBICOKOCKO-
POCTHLBIX ceTel U uUx 3allMTHI.

[1K-2.1, I1K-2.2,11K-2.3,
I1K-8.1, I1K-8.2, T1K-8.3

217.

OTUYHBIA XaKUHT.

[1K-2.1, I1K-2.2,11K-2.3,

I1K-8.1, I1K-8.2, T1K-8.3

[1K-2.1, I1K-2.2,11K-2.3,
I1K-8.1, I1K-8.2, T1K-8.3

28. TexHom0THS HOYOOTOB.

IIpumepHble 3agaHusi 1Jsi TeCTUPOBAHMS-TPOBepka CGOPMHPOBAHHOCTH KOMIIeTeHIM
IIK-2, IIK-8

1. Io3Boasier MOJy4YaTh JOCTYN K HH(pOpMAWH, NepexBaYeHHOH APYyruMHU Mpo-
rpaMMHBIMH 3aKJIaIKaAMH, MOJIeJIb BO3/I€CTBHSI MPOrPAMMHBIX 3aKJIAI0K THIIA

a) mepexBar

b) yoopka mycopa

C) HabiroIeHHe

d) komnpomemayus

2. TlepBbIM 3Tanom pa3padorku cucrembl 3ammuThl UC siBiasieTcs:
Q) aHAIU3 NOMEHUUATLHO B03MONCHBIX Y2PO3 uHpopmayuu

b) uzyueHne nHPOPMAITMOHHBIX TTOTOKOB

C) craHgapTH3aNUs MPOrPAMMHOIO 0OeCIIEYEH S

d) oreHka BO3MOKHBIX TIOTEPh

6. YueOHO-MeTOAMYECKOe U HH(POPMALIMOHHOE 00ecniedeHne TUCIUIITUHBI

6.1. CircoK HCTOYHHUKOB U JINTEPATYPhI

HcTounuku
OCHOBHBIE
1. Pyxoeooswuti 0okymeHT. 3aIUTa OT HECAHKIIMOHUPOBAHHOTO JIOCTYyTA K HH()OpPMAITUH.

TepMuHBI 1 omnpe/iesieHus. Y TBEPkKACHO pellleHreM Mpeaceaarens I ocTeXxkoMuccumn
Poccun ot 30 mapta 1992 r. [DnextponHHBI pecypce] : Pexum gocryna :
https://fstec.ru/tekhnicheskaya-zashchita-informatsii/dokumenty/114-spetsialnye-
normativnye-dokumenty/386-rukovodyashchij-dokument-reshenie-predsedatelya-
gostekhkomissii-rossii-ot-30-marta-1992-g3, cBoO6oHbIN. — 3arJ1. ¢ 3KpaHa.



2.

3.

4.

12

Pykoeooawuii 0okymenm. ABTOMaTU3MPOBAHHBIE CUCTEMBI. 3aIlIUTa OT HECAHKIIUOHUPO-
BaHHOTO JlocTyna Kk nHpopmaruu. Kinaccuukanus aBToMaTU3UPOBaHHBIX CUCTEM U Tpe-
0OBaHUS 10 3aIUTe HHPOPMAIUHU. Y TBEPXKIICHO pelieHneM npescenarens [ocymaap-
CTBEHHOM TexHUuYeckoil komuccuu 1pu [Ipesuaente Poccuiickoit @eneparuu ot 30 map-
ta 1992 1. [DnekTpoHHbIi pecypce] : Pexxum nocryna : https://fstec.ru/tekhnicheskaya-
zashchita-informatsii/dokumenty/114-spetsialnye-normativnye-dokumenty/384-
rukovodyashchij-dokument-reshenie-predsedatelya-gostekhkomissii-rossii-ot-30-marta-
1992-g, cBOOOAHBIN. — 3aril. ¢ 3KpaHa.

Pykosooswuii 0oxymenm. Cpencra BBIUNCIUTEILHON TEXHUKH. 3aIlUTa OT HECAHKIMO-
HUPOBAHHOTO J0cTyna K nHpopMaruu. [lokazareny 3aMIIEHHOCTH OT HECAHKIITMOHUPO-
BAaHHOT'O JIOCTYyIa K nH(popManuu. Y TBEPKICHO peleHueM npeacenatens I ocyaap-
CTBEHHOM TexHUuyeckoil komuccuu npu [Ipesunaente Poccuiickoit @eaepamuu ot 30 map-
ta 1992 1. [DnekTponHbIi pecypce] : Pexxum nocryna : https://fstec.ru/tekhnicheskaya-
zashchita-informatsii/dokumenty/114-spetsialnye-normativnye-dokumenty/385-
rukovodyashchij-dokument-reshenie-predsedatelya-gostekhkomissii-rossii-ot-30-marta-
1992-g2, cBob6OaHBIN. — 3ari. ¢ IKpaHa.

Pyxosoosuwuii ookymenm. CpeicTBa BBIYUCIUTEIIBHOW TEXHUKUA. MeXCETEBbIE YKpaHbI
3amuTa OT HECAaHKIIMOHUPOBAHHOTO A0CTYyMa K nHpopmanuu. [lokazaTenu 3anuménHo-
CTH OT HECAHKIITMOHUPOBAHHOTO JOCTYIAa K HH(GOpMAIIUU. Y TBEPKIACHO PEIICHUEM IIPE/I-
cenareins ['ocynapcTBeHHOM TexHruecko komuccuu npu [Ipesunente Poccuiickoit de-
neparuu ot 25 uronst 1997 r. [DnexkTponHslil pecype] : Pexxum noctyma :
https://fstec.ru/tekhnicheskaya-zashchita-informatsii/dokumenty/114-spetsialnye-
normativnye-dokumenty/383-rukovodyashchij-dokument-reshenie-predsedatelya-
gostekhkomissii-rossii-ot-25-iyulya-1997-g, cBo6oambIit. — 3ari. ¢ skpaHa.

Jluteparypa

OcHoBHas
Kazapun, O. B. IIporpammHo-anmapaTtHbie CpeiCTBa 3allUThl HHGOPMAIMH. 3alluTa
IporpaMMHOro o0OecrieyeHust: yueOHUK U nmpakThkyM st By30B / O. B. Kazapun, A. C.
3a6a0ypun. — Mocksa : UznarensctBo FOpaiit, 2020. — 312 ¢. — (Bricmiee oOpazoBa-
Hue). — ISBN 978-5-9916-9043-0. — Tekcrt: anexkrponnsiit // DbC FOpaiit [caliT]. —
URL: https://urait.ru/bcode/452368
Kazapun, O. B. HaznexHocTs 1 6€30nmacHOCTb MPOrpaMMHOTO oOecriedeHus : yueOHoe
nocobue mis By3oB / O. B. Kazapun, U. b. lyobunckuii. — Mocksa : U3narenbcTBo
IOpaiit, 2020. — 342 c. — (Bsicmee obpazoBanue). — ISBN 978-5-534-05142-1. —
Tekcr : anextponusiit / DBC HOpaiit [caiit]. — URL: https://urait.ru/bcode/454453
Hlernos, A. FO. 3ammura nH(popMaMu: OCHOBBI TEOpUH: y4eOHUK [yl OakalaBpuara U

maructparypsl / A. FO. Ilernos, K. A. llernosB. — Mocksa: U3narensctBo Opaiir,
2020. — 309 c. — (bakanaBp u Maructp.Akagemuyeckuit kypc). — ISBN 978-5-534-
04732-5. — Tekct: oanekrponnsii // DOBC  Hpaitr [caiit]. — URL:

https://urait.ru/bcode/449285

I'ocreB, 1. M. OmepanrioHHBIE CHCTEMBI : YYEOHUK W MPAKTUKyM 1jis By30B / M. M.
['octeB. — 2-e u3n., ucnp. u non. — Mocksa : M3narensctBo KOpaiit, 2020. — 164 ¢. —
(Beicree o6pazoBanune). — ISBN 978-5-534-04520-8. — Tekcr : anexrponHsrii // DBC
FOpaiir [caiit]. — URL: https://urait.ru/bcode/451231

Kmumenko, U. C. Undopmarnmonnas 6e30macHOCTh U 3amuTa HHGOPMAIMU: MOJETH U
metoabl ynpasienus : MmoHorpadus / M.C. Knumenko. — Mocka: UTHOPA-M, 2020. —
180 ¢. — (Hayunas mbiciip). — DOI 10.12737/monography_5d412ff13c0b88.75804464.
- ISBN 978-5-16-015149-6. - Texkcr: AIIEKTPOHHBIN. - URL:
https://znanium.com/catalog/product/1018665
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6. Komnnexcnas 3awuma vHGOPMAIMU B KOPIOPATUBHBIX cucTeMax : y4eb.mocobue / B.D.
[Manprun. — M. : UJI «DOPYM» : UHOPA-M, 2017. — 592 c. — (Bricmee o6pazoBa-
Hue:bakanaspuar). - Pexxum nocrymna: http://znanium.com/catalog/product/546679

7. Hlanveun B.®. 3amurta KoMnbloTepHON MHGOpMaruu. DPPeKTUBHBIE METOIBI U CPEACTBA
[Dnextponnsiii pecypc| / B. ®@. llanbrun. - M.: JIMK Ilpecc, 2010. - 544 c.: un. - ISBN
978-5-94074-518-1. - Pexxum poctyma: http://znanium.com/catalog/product/408107

8. Meroabl U cpeACTBa 3alIUTH MPOTPAMMHOTO OOecTieueHUs [ DIEKTPOHHBINA pecypc] : yueo.-
METO/1. KOMIUIEKC : [yl OakanaBpuaTa 1mo HarpasieHuto noaroroku 090900 Mudopmaru-
OHHasi 6€30MacHOCTh : 1o mpodwisiM: OpraHu3anus U TEXHOJIOTHS 3alUThl HHpOpMaIHH,
KommiekcHas 3amura o0bexToB uHpopmartuzanuu / MunoOpuayku Poccun, @enep. roc.
Oro/KeTHOE 00pa3oBar. yupekaeHue BoIicl. pod. oOpasoBanus "Poc.roc. rymMmaHuTapHbIid
yH-T" (PITY), UH-T nundopman. Hayk u TexHojorui 6e3onacHoctu, dak. nudopmari. cu-
cteM u Oe3zonacHoctd, Kad. kommproTepHoii 6e3omacHoctH ; [coct.: Kazapun O. B. ; otB.
pen. A. A. TapacoB]. - Dnektpon.nad. - Mocksa: PITY, 2013. - 30 c. - Pexxum nocryna:
http://elib.lib.rsuh.ru/elib/000009341. - 3ari. ¢ sxpana. - ISBN 978-5-7281-1789-6.

9. Mapakos, /[. B. [IporpammHo-anmnapatHble cpeicTBa 3allUThl HHPOPMAIUU : yueOHOe
noco6wue / [I. B. Mapmakos, /[. B. ®arxu. — Pocros-na-/{ony : ouckoit I'TY, 2021. —
228 ¢. — ISBN 978-5-7890-1878-1. — TekcT : anekTpoHHbIN // JIaHb : 3JIEKTPOHHO-
oubmmoreunas cucrema. — URL: https://e.lanbook.com/book/237770. — Pexum nocty-
ma: JJisl aBTOPU3. MOJIb30BaTENEH.

6.2. [lepeuennb pecypcoB HH(DOPMALIMOHHO-TEIEKOMMYHUKAIMOHHON ceTH « HTepHeT.

1. OXPAHA. ru. Poccuiickoe CMU o 6e3omacHOCTH. [DNeKTpOHHBIN pecypc] : Pexxum gocryma
-https://oxpaha.ru/, ceo6oaHbIi. — 3ari. ¢ sKpaHa.

2. Sec.ru. [Topran mo Oe3onmacHOCTH. [DaeKTpOHHBINA pecype] : Pexxum moctyna :http://sec.ru/,
HE00X0IMMa perucTpalys. — 3ari. ¢ SKpaHa.

3. Bankoannvixyeposzbeszonacnocmuungopmayuu. [Inexrponnsiid pecypc] / ®CTIK Poccun,
DAY «'HUNU TIT3U ®CTIK Poccum» — Pexxum moctyma :http://sec.ru/, ceoGoaubIii. —
3ari. ¢ sKpaHa.

HarronansHas snextponnas oudimorexka (HOB) www.rusneb.ru
ELibrary.ru Hayunas snextponnas 6ubnunoreka www.elibrary.ru
Onekrponnas oudauorexa Grebennikon.ruwww.grebennikon.ru

6.3. TIpodeccuonajbHble 0a3bl JAHHBIX U HH(OPMAIMOHHO-CIIPABOYHbIE CHCTEMBbI

Joctyn k mpodeccruoHanbHbIM 0a3am maHHbIX: hitps:/liber.rsuh.ru/ru/bases

WHpopMannoHHbIE CIPaBOYHBIE CHCTEMBI:
1. Koncynbrant [Tnroc
2. Tapanr

7. MaTtepuajibHO-TEXHUYECKOE o0ecriedeHne TN CIUNTHHbI

s obecnieueHus! TUCHUILIMHBI UCIOB3YETCsl MaTepHalIbHO-TEXHIUUECKas 0a3a o0pazoBaTelb-
HOTO YUYPEXKICHHUS:

JUTSL JIEKIMOHHBIX 3aHATHI - ydeOHas ayAUTOpHUs, TOCKA, KOMIIBIOTEp UJIU HOYTOYK, IMPOEKTOP
(cTaroOHapHBINA MK MIEPEHOCHOM) JUI AEMOHCTPALUN YUeOHBIX MAaTEpHAIIOB.

CocraB nporpaMmMHOIO obecreueHus:


http://znanium.com/catalog/product/408107
https://liber.rsuh.ru/ru/bases
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1. Windows
2. MicrosoftOffice
3. KasperskyEndpointSecurity

JJis poBeICHUS 3aHATHH JICKIIMOHHOTO THIIA MPEJIarafoTCsl TEMAaTHUECKUE UILTFOCTPAIIUN
B (hopmate npesenTanuii PowerPoint.

2) sl MPAaKTUYECKUX 3aHATHI — KOMITBIOTEPHBIA KJIacC WM J1TabOpaTtopuisi, 10CKa, MPOEKTOP
(cTaroOHapHBINA WM MEPEHOCHOH ), KOMIBIOTEP WM HOYTOYK /ISl IPENo1aBaTessi, KOMIIbIOTEPbI
JUTsL 00Y4aroIIuXcsl.

Cocras IIporpaMmMHOro 06eCHe‘IeHI/I}I2
1 Windows

2 MicrosoftOffice

3. Kaspersky Endpoint Security
4, Mozilla Firefox

5 Vmware Player 15.5

6 Microsoft Share Point 2010

8. ObecneueHue 00pa3oBaTEIbLHOIO MpPoIecca JUIs JHI ¢ OrPAHUYEHHBIMH BO3MOYKHOCTSI-
MM 310POBbS

B xoz€e peanusanuy IUCUUILIMHBL UCIIOIB3YIOTCS CIEAYIOLIUE TOIOJIHUTEIBHbBIE
METO/Ibl 00Y4YEHHUsI, TEKYIIEr0 KOHTPOJIS YCIEBAEMOCTH U MPOMEKYTOYHON aTTecTalli 00y4da-
IOLIMXCS B 3aBUCUMOCTH OT UX MHJMBHIyaIbHBIX OCOOEHHOCTEH:

® IS CIENbIX M CITaO00BUISIINX:

— JIeKIIMA 0POPMIIIOTCS] B BHJIE JEKTPOHHOTO AOKYMEHTA, JOCTYIHOTO C MOMOIIBIO KOM-
MBIOTEPA CO CHEIUATHU3UPOBAHHBIM MPOTPAMMHBIM 00€CTICUCHHEM;

— IIMUCbMEHHBIEC 3a/IaHUsI BBIMOJHAIOTCS HAa KOMIBIOTEPE CO CHEUAIU3UPOBAHHBIM IPO-
TPaMMHBIM O00€eCriedeHUEM, WIH MOTYT OBITh 3aMEHEHBI YCTHBIM OTBETOM;

— o0ecnieurBaeTcss MHANBUAYyAIbHOE paBHOMEpPHOE ocBeleHre He MmeHee 300 Jrokc;

— JUIsl BBIMIOJTHEHUS 3aJaHUs TPU HEOOXOIMMOCTH TIPEAOCTABISECTCS YBEIUYHBAIOIICE
YCTPOMCTBO; BO3MOXKHO TaKKe UCIIOJIb30BAaHUE COOCTBEHHBIX YBETUYMBAIOIINX YCTPOUCTB;

— MIMCbMEHHBIC 3a/1aHus OPOPMIISIIOTCS YBEITUYCHHBIM HIPUPTOM;

—3K3aMeH U 3a4€T MPOBOJATCSA B YCTHOW (hOpME WUITU BBIMOJIHSIIOTCS B MUCBMEHHOU hopme
Ha KOMITBIOTEPE.

® JUIS TIIYXHUX U CIa0OCTBIIIAIINX:

— JIEKIIMA OPOPMIISIFOTCSI B BUJE DJIEKTPOHHOTO JOKYMEHTa, TUOO MPEeAOCTaBIsIeTCsS 3BYKO-
YCWJIMBAIOIIAS arlliapaTypa WHIWBHUIYAIHHOTO MOJIb30BAHMS;

— MUChMEHHBIE 3aJ[aHsI BHITIOIHSAIOTCS Ha KOMIIBIOTEPE B MUCEMEHHOU hopme;

— 9K3aMeH | 3a4€T MPOBOAATCS B MUCbMEHHOW (hOopMe Ha KOMITBIOTEPE; BO3MOXKHO MPOBEIE-
HUE B GOpMe TECTUPOBAHHUS.

® IS JIUI] C HAPYIICHUSIMUA OTIOPHO-ABUTATEIILHOTO aIlapara:

— JIeKIIMA 0POPMIIIOTCS] B BHJIE JEKTPOHHOTO JOKYMEHTA, JOCTYIMHOTO C MOMOIIBIO KOM-
MBIOTEPA CO CIEIUATHN3UPOBAHHBIM MPOTPAMMHBIM 00€CTICUCHHEM;

— IIUCbMEHHBIEC 3a/IaHMs BBIMOJHAIOTCS HAa KOMIBIOTEPE CO CHEHHAIU3UPOBAHHBIM IPO-
TPaMMHBIM 00eCTIEeYCHUEM;

—23K3aMEeH U 3a4€T MPOBOJATCSA B YCTHOW (DOpME WU BBIMOIHSIOTCS B MUCBMEHHOU (opme
Ha KOMITBIOTEPE.

[Tpu HEOOXOMMMOCTH MPENyCMATPUBACTCS YBEIHUEHNUE BPEMEHH IS ITOJTOTOBKH OTBETA.
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[Ipouenypa  mpoBeneHUS  MPOMEKYTOUYHOM  arTecTalu s 0Oydarommxcs
YCTaHABIMBAETCS € YYETOM UX HUHAWBHUIYAIBHBIX TCUXO(PU3NYECKUX OCOOEHHOCTEH.
[TpomexxyTodYHAs aTTeCTAIMs MOXKET IPOBOIUTHLCS B HECKOJIBKO ITAIOB.

[Ipu mpoBeneHuun Mnporueaypsl OLCHUBAHUS PE3YIbTaTOB O0y4YEHHS MpeaycMaTpUBaeTCs
UCIIONB30BAaHUE TEXHUYECKUX CPEACTB, HEOOXOMUMBIX B CBSI3U C HWHIUBUAYAIbHBIMHU
OCOOCHHOCTSAMU OO0Yy4YaroIIUXCsl. DTU CPEACTBA MOTYT OBITh HPEIOCTABICHBI YHHUBEPCUTETOM,
WJIA MOTYT HCIIOJIb30BaThCSI COOCTBEHHBIE TEXHUYECKHE CPEACTBA.

[IpoBenenure mpoueaAypbl OLEHUBAHUS  pe3ylbTaToB  OOy4YeHHS  JIOMYCKaeTcs C
WCIIOJb30BAaHUEM JTUCTAHIIMOHHBIX 00PAa30BaTEIbHBIX TEXHOJIOTHH.

O6ecnieunBaeTcss A0CTyN K MH(GOPMAIIMOHHBIM M OMOIHMOrpauIecKuM pecypcam B CeTH
WuTepHeT mis kaxaoro oOydaromierocss B GopMax, aJanTHPOBAHHBIX K OTPaHUYCHHSIM HUX 370-
POBbBS 1 BOCIIPUATHS UH(DOPMALIUU:

® JUIS CIENBIX ¥ CTa00BUISIINX:

— B IledaTHOM popme yBeIMueHHBIM HIpUdTOM;
— B (popMe 3IIEKTPOHHOTO TIOKYMEHTA;

— B hopMme aynuodaiina.

® Ui TIYXHX U CIa0O0CTBIIIAIHX:

— B miedatHou (opwme;

— B hopMe 2IIEKTPOHHOTO TOKYMEHTA.

e Ui O0yYaroIUXCs C HAPYIICHUSIMHU OMOPHO-ABUTaTEIbHOTO arapara:
— B miedatHou (opwme;

— B (hopMe 2IIEKTPOHHOTO TIOKYMEHTA;

— B popme ayaunodaiina.

Y4eOHble ayAUTOpUU Ui BCEX BHIOB KOHTAKTHOW M CAMOCTOSITENIbHOM paboThl, HaAy4YHAS
OnOIMoTeKa W WHBIC TTOMEUICHUS NIl O0y4YeHHS OCHAIICHBI CICIHATBLHBIM 000PYIOBAaHHEM U
yu4eOHBIMU MECTaMH C TEXHHUYECKUMHU CPEJICTBAMU O0yUeHUSI:

®  JUIS CJIEINBIX U CIIA00BUIAIINX

— YCTPOMCTBOM /Jis ckaHupoBaHus 1 ureHus ¢ kamepoir SARA CE;

— muctuieem bpaitis PAC Mate 20;

— npuntepoM bpaitng EmBrailleViewPlus;

® IS TIIYXHUX U CIa0OCTBIIIAIINX:

— aBTOMAaTU3UPOBAHHBIM paOOYMM MECTOM IS JIFOJIeH ¢ HapyIIeHHEM clyXa U claboCibl-
Ianux;

— aKyCTUYECKUU YCUTTUTENb U KOJIOHKU;

e Ui OOyYarOIIUXCS C HAPYIICHUSIMU ONIOPHO-IBUTATEIBHOTO arapara:
— TIEPEIBMKHBIMU, PETYITUPYEMBIMU dproHoMudeckumu mapramu CH-1;
— KOMIIBIOTEPHON TEXHUKOM CO CHEeIHATbHBIM IPOTPAMMHBIM 00€CTIEYeHUEM.

9. MeToauyecKkue MaTepuabl

9.1. [ImaHbBI MPaKTHYECKUX 3aHSATHHA
- mpoBepka copmupoBanHocTu kKomnerennuid [1K-2, ITK-8

IpakTuueckoe 3ansitue 1(2 4.) «O6mas apxuTeKTypa MOOMJIBHBIX CHCTEM» - MPOBEPKa
chopmupoBannocT kommnereniuit [1K-2, [1K-8

3aoanus:
1. OGcymuth MOHATHE, CTPYKTYPY U COCTaB MOOWJIbHBIX cucTeM. JlaTh Kiaccuukaiuio
00BEKTOB HHPOPMATU3AINH I10 3aJJaHHIO ITPEToIaBaTesl.
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IMpakTuueckoe 3ansitne 2(2 4.).TeHAeHIMH B Pa3BUTHH COBPEMEHHBIX CPEACTB 3aLIUTHI
undopmamuu (mposepka copmupoBanHocTr komnerenimii [1K-2, TTK-8)
3aganue:3yunts

— CoBpeMeHHbIE TEHACHLMHU 3aIIUThl MHGOPMAIMK B PACHpPECICHHBIX MOOWJIBHBIX CH-
cremax Poccuiickont @enepannn

— CoBeplIEeHCTBOBAHUE TOCYAAPCTBEHHOM CHCTEMbI OOHApPY)KEHHUS, MPEAYNPExACHUS U
JUKBUJIALIUY TTOCIEACTBUM KuOeparak Ha poccuiickue cetu [loBblleHne 3auneHHOCTH
UH(POPMALIMOHHBIX CUCTEM M ceTell cBs3u rocopranoB Passurue 'OCCOIIKA Kubep3sa-
uMTa opraHoB Biactu MexayHnapoanoe corpynaundectso OOH, BPUKC, ATOC, OAKb,
CHI" O6wextuBHOE Hcnonb3oBaHue nHocTpaHHbIX [IAK bezonacHblil HHTEpHET.

—  VYka3 [Ipesunenta Yka3 Ilpesunenta Poccuiickoit @eneparuu ot r. 646 OO0 yTBepxKe-
Huu Jloxktpunbel nHdopmarmonHoi 6e3onacHoctn Poccuiickoit deneparuu @3 111 PO
[TIT P® denepanbubiii 3akoH Poccuiickoit @enepanun «O 6€30MacCHOCTH KPUTHICCKOU
nHpopmarmonHoi nHPpacTpykTyphl Poccuiickoit denepanun» [locranosnenue [IpaBu-
tesnbeTBa PO ot "O BHECEHNM U3MEHEHUH B TPEOOBAaHUS K TOPSIIKY CO3JIaHHs, Pa3BUTHS,
BBOJIa B 3KCIUIyaTallMIO, 3KCIUTyaTallud U BBIBOJAA W3 3KCIUTyaTallUd TOCYAapCTBEHHBIX
MH(OPMALIMOHHBIX CUCTEM M JAJbHEWILEro XpaHEeHUs coJeprKalleiics B ux 0as3ax JaH-
HbIx uHpopManuu" [Toctanosnenue [lpaBurensctBa PO ot 6 mas 2016 r. 399 «O6 opra-
HU3AIMH TTOBBIIICHNS KBATU(PHUKAIMH CIEIHATUCTOB MO 3aIuTe HHOOPMAIMH U JTOJIK-
HOCTHBIX JIMI], OTBETCTBEHHBIX 32 OPTaHU3ALMIO 3aIIUTH UH(QOPMAIIMK B OpraHax rocy-
JTApCTBEHHOM BJAacTH, OpraHaXx MECTHOIO CaMOYIpaBJEHHUS, OpraHU3alMsIX C rocyaap-
CTBEHHBIM ydacTueM u opranuzanusax OITK»

— H3menenus B npoduibHbIX HampasieHusx 3ammtel nHpopmanuu @CTOK Poccun Mo-
JIeJIb MHOCTPAHHBIX TEXHUUECKUX pa3Bellok a0 2025 rona (mpukas) TpeboBaHUs K MEX-
ceTeBbIM dKpaHaMm (mpuka3 9acn) TpeGoBaHHS MO TEXHUUYECKOHN 3aIiuTe HHPOpPMAIUH,
comepxamiue ceaeHus, cocrapisitomume ['T (mpuka3) TpebGoanusi 6€30macHOCTH WH-
dopMmaruu K omepanuoHHBIM cucteMaM (Tmpuka3 119) TpebGoBaHus K cpelncTBaM yHU-
YTOKEHUSI MH(POPMAIIMK HA MAIIMHHBIX MarHUTHBIX HOCHTEISIX MH(OpPMALUU crtocobomM
MarHUTHO-CHJIOBOTO Bo3JeicTBus (mpuka3 18) OO0 yTBepkaeHUH TpeOOBaHUM O 3aluTe
nH(OpMaIMK, HE COCTABIISIIONIEH TOCYJapCTBEHHYIO TaiHY, COJEpKallencs B rocyaap-
CTBEHHBIX HH(OPMAIMOHHBIX cucTeMax (rmpuka3 17) O BHECEeHMH U3MEHEHUH B COCTaB U
COJIEpKaHUE OPraHU3AIMOHHBIX U TEXHHYECKUX MEp MO 00ecreueHHuto 0e30MacHOCTH
NEPCOHANBHBIX JAHHBIX NMPH UX 00paboTKe B MH(POPMAIMOHHBIX CUCTEMAax MEpCOHAb-
HBIX JaHHBIX (TpuKa3 49)

— O mepax no 3amuTe UH(pOpMAIMK, HANpaBIEHHBIX Ha HeMTpanu3anuio yrpo3 Oe3zomnac-
HOCTH MH(OPMAIINH, CBI3aHHBIX C MIPOHUKHOBEHHEM M PAaCHpPOCTPAHEHUEM BPEJOHOCHO-
ro nmporpaMMHoro obecrneuenuss WannaCry, Petya, Misha n ux moaudukanuit

— TIlouck ys3BuMoOcTell B MH(POPMALMOHHO-TEIEKOMMYHUKAIMOHHBIX HH(QPACTPYKTypax
npeanpusTHidi U opraHoB Biactu.YcrapeBuiee [1O Ortkaszbl B oOciyxuBanuu (DNS,
DTLS nns OpenSSL) Beipabotka pexomennanuii 3amena SSL-ceptudukara cepepa Ha
HOBBI, UCTIOJB3YIOIKN anroput™ SHA-256 Hcnonb3oBaHue 3allMIIEHHOTO MPOTOKOJIA
HTTPS JlopaGoTka UCXOAHBIX KOJOB MPHIIOKEHHUS C LENbl0 o0ecredeHnus QuibTpaiuu
JAHHBIX MOCTYMAOLIUX OT MOJIb30BaTeNEH

Bonpocul onsa obcyscoenus:

1.IlepeyeHb OCHOBHBIX HOPMATHBHO-TIPABOBBIX JIOKYMEHTOB.
2. CoBpeMeHHbIE Cpe/ICTBA 0OHAPYKEHUSI BTOPIKEHUIA.

3. IloHsATHE MHOTOar€HTHOM CHUCTEMBI.

IMpakTuueckoe 3ansitne 3 (4 4.) «AHaAM3 yrpo3 KOHQWIAEHIHAILHOH HHEPOPMAIHM»-
npoBepka chopmupoBanHocTr komnereHnmid [1K-2, [TK-8
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3aoanus:
1. dopmupoBanue TpeOOBAHUH 110 YPOBHIO 3AIIUIIIEHHOCTH.
2. MonenupoBaHue yrpo3 0€30MMacHOCTH.

Cnucok JiuTepaTyphl:
[IpuBenén B . 6 nannoi PI1/]

Mamepuanbno-mexnuueckoe obecneuenue 3aHAMUA. AyTUTOPHs, OCHAILCHHAS TMPE3CHTALMOH-
HOM TEXHUKOH (ITPOEKTOp, IKpaH, KOMIBIOTEP/HOYTOYK). KoMmbIoTephl 110 KOJIMYECTBY 00yda-
formxcs ¢ pazépuyroit OC MS Windows, BuptyansHoit mammunoi, [T MS Office v.2007 u
BBIIIIE

IpakTnyeckoe 3ansatue 4 (4 4.) «IIpoekTHpOBaHNEe MOGHIILHBIX CHCTEM» - IPOBEpKa cop-
MupoBaHHOCTH KomnereHnnui [1K-2, ITK-8

3adanus:
1. Tlopsimok pa3paOOTKH CHCTEMBI 3aIIUTHI MOOMIIEHBIX CHCTEM.
2. OueHka COOTBETCTBUSA CUCTEMBI 3AIUTEL.

IIpakTnyeckoe 3ansitue 5( 4 4.). Ucnosib3oBaHue «001a4YHbIX» TEXHOJIOTHI NIPU peain3a-
MU MEXaHU3MOB (0€30MACHOCTH U MHOT0areHTHbIe CUCTEMBI - TIPOBEpKa CHOPMUPOBAHHO-
ctu komnereniui I1K-2, ITK-8

3aganus:

1. Tloznakomuthcs ¢ OOJIaYHBIMU TEXHOJIOTUSMU: OCHOBHBIE MOHATHUSA, 33/a4d U TEHJICH-
un pa3BuTHs. CoBpeMeHHbIE 00JauHble TEXHOJIOIUU HE TOJBKO MCIOJIb3YIOTCS B FOTO-
BOM CETEBOM U CEpPBEPHOM OOOPYJOBaHMM, HO U MOCTENEHHO MPOHUKAIOT Ha PBIHOK
BcTpauBaeMbix cucteM (embeddedcloud) u cranoBsiTcs mpuuMHON MacmTaOHOM pe-
CTPYKTYpHU3allUU PBIHKA.

2. HccnenoBaTh coBpeMeHHble MHOTOareHTHole cuctembl b BkirouaeT Habop 30H10B, KO-
TOpbIE OTBEYAIOT 32 OOHAPYKEHHE U OLIEHKY BTOPKEHUI B T€X MOJICETAX, B KOTOPBIX OHU
bynkunonupyrotT. Kaxnslii 30H1 obecriedeH (UIBTPOM JAaHHBIX C IEpecTpauBacMoi
KOH(urypauueu, 0J0KOM BbIBOAA U pelIaTesIeM. 30HIbl MOTYT JIeHCTBOBAaTh aBTOHOMHO.
Ecnu oOHapy»eHbl KOMIIOHEHThI BTOPXKEHHUS, TO UHPOpPMALIUsA O COOBITUU MOXKET OBbITh
OTIpaBJeHa JAPYI'HMM 3aUMHTEPECOBAHHBIM 30HJaM, KOTOpbIE MOAMMIIYTCS Ha UHPOpMa-
IIUIO O MOJOOHBIX COOBITUAX, 3TO MO3BOJIUT MOJIyYaTh OOJIee MOJHOE TOHUMAHHUE CXEMBbI
BTOPXKEHUS. DTUM CHOCOOOM MOTYT OBITh MIACHTHU(PHUIIMPOBAHBI pa3HbIE MOJCETH, KOTO-
pble Y4aCTBYIOT B OCYILECTBIEHUH BTOPKEHUS. 30H]IbI CBA3AaHbI C aHATN3ATOPAMU

3. Wsyuuts Unmepnem sewei (InternetofThings, 10T) — koHueniwms GU3NIECKUX TpeaMe-
TOB BBIYHMCIMTEIBHON CeTH («8ewyeil»), OCHAIIEHHBIX BCTPOCHHBIMUA TEXHOJOTHSIMH JIIS
B3aUMOJICHCTBHS JAPYT C APYrOM HIIM C BHEIIHEH CpPeloi, pacCMaTpUBArOIasi OpraHu3a-
IIUI0 TaKUX CETel Kak sIBIICHHE, CIIOCOOHOE MEPECTPOUTh SKOHOMUYECKHE M OOIIEeCTBEH-
HBIC TIPOIIECCHI, HCKITIOYAFOIIEE M3 YACTH JCHCTBUHN U OTlepalifii HEOOXO0AUMOCTh Y4aCTHs
YeJIoBeKa.

4. Pazpabotatb Moaens 6e3omacHoro GpynkunonupoBanus [oT
Pesynomamom evinonnenue npakmuiecko2o sadanus aensiemcs Omuem.
[TpaBunia opopmiieHus: oTyeTa:

OTueT 0 BBHIOJIHEHUHU JOJKEH COJIEPKaTh:
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- Ha3BaHHE U 1eNIb PabOTHI;

- KOMMEHTAPHUHU U TIOSICHEHUS 110 KKOMY ITYHKTY BBIITOJIHSIEMOTO 33 JaHHs
- BBIBOJIL.

B BBIBOJ1aX TOKHBI OBITH 00OOIIEHBI PE3YIbTaThl PAOOTHI.

Bonpocwt ons obcyscoenus.

1.IToHsiTHE MOOWITLHBIN areHT.

2.Ilpumepb! aropuT™MOB MU(DPOBAHHUS.

3. IloHsATHE KPUNTOCTOMKOCTH aJTOpUTMOB HIM(PPOBAHUSI.

IIpakTuyeckoe 3ausaTue 6(4 4.) «kHopMmaTuBHO-TPpaBOBbIe TPEOOBAHUS B 00J1ACTH CO3IAHUS
MOOMJIBHBIX CHCTeM» - IpoBepka cpopmupoBanHocTH komnetennuii [1K-2, ITK-8

3agaHus:
3. Tlopsnok ceprudukanuu U Iporeypa BBOAa B IKCILTyaTaIHEO
4. YMeHue NoAJepKUBAaTh HEMPEPBIBHBIN LUK aHAINM3a 3aIUILEHHOCTH

Ipakruyeckoe 3ausaTue 7 (4 4.). UHTerpupoBaHHbIe PelIeHHUs M0 3alUTe HHPOPpMALHH -
npoBepka copmupoBannoctr komrereHnui [1K-2, TTK-8

CTyneHThl U3y4aroT COBPEMEHHbIE HHTETPUPOBAHHBIE PELICHHS C UCIIOJIb30BAHUEM MOOUIIBHBIX
areHTOB.

Pezynomamom evinonnenue npaxmuueckoeo 3adanus aensiemcs Omuem.

[TpaBuiia opopmiieHus: oTyeTa:

OT4eT 0 BBIMIOTHEHUU J0JDKEH COJePKaTh:

- Ha3BaHME U 1IeJIb pabOThI;

- Cxemy pazaenoB u crateit 3akona Poccuiickoit denepannu, periaMeHTUPYIONUX pa3pa-
0O0TKY M cepTHU(PHUKALIMIO HHTErPUPOBAHHBIX PELIEHUH 10 3aiuTe nHOpMaLnu;

- OTBETHI Ha TECTOBOE 3aJJaHHE

- BBIBOJI.

B BbIBOZIaX TOMKHBI OBITH 000011IEHBI PE3yabTaThl PAOOTHI.

Bonpocul onsa obcyscoenus:

1.Mopens OSI

2. Snort. OyHKIIMOHATEHOCTD CUCTEMBI.

3. Ucnonb3oBanue Barnyard s Busyanu3zaimu nHGOpMAaLUK.
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Ipunoowcenue 1. Aunomayus
paboueli npoepammuvl OUCYUNTUHDBL

AHHOTANUA
Jucnuniuna «3amuTa nHpopMauyu OT BPEIOHOCHOTO MPOrPaMMHOI0 00ECIICUEHUs» peallu3y-
ercs Ha (akynbrere MHPOpPMAIIMOHHBIX cUCTEM U 0e30macHOCTUKA(eIpoil KOMITTIEKCHOM 3aliu-
ThI HTHGOPMAIIHH.

Llenp mpucuuniavHbl —(OpMUPOBAHME CHUCTEMATU3MPOBAHHBIX 3HAHUM O Ipoleccax pa3paboTKu
3alUIIEHHBIX 00BEKTOB MH(OpMATH3AIMKA M CHCTEM 3allUThl WH(GOpMAIMM Ha MPUMEpPE MO-
OMJIBHBIX CHUCTEM, IPUMEHSEMbIX IIPH 3TOM MOJIXOAAX, METOJUKAX U MEXaHU3Max 3alUThl HH-
dopmanuu, a Taxke GopMupoBaHUE y 0OYUAIOUIMXCS YMEHUI M HABBIKOB, HEOOXOIUMBIX TPH
HEMOCPEJCTBEHHOM yYacTHUU B YKa3aHHBIX IPOLECCAX.

3a1a4uy JUCLUIUINHBIL:

— chopMupOBaTh 3HAHMUSA O MOJEINIAX M ATANaX *KU3HEHHOTO LMKJIA 3aIIUIIEHHBIX 00bEKTOB UH-
dopmaTr3anuy U CHCTEM 3alUThl HH(OPMAIMH, IPUMEHAEMBIX MOX0JaX U METOAAX Mo obec-
HeYeHUIo 0€30IaCHOCTH Ha KaX/10M U3 3TalloB;

— cpopMupoBaTh NpeACTaBICHUS 00 YSI3BUMOCTSIX, IPUCYIINX 00BEKTOB HH(OPMATH3ALINH, CBSI-
3aHHBIX C HUMH YIPO3aMH, a TAaK)K€ HAaBBIKM (OPMUPOBAHUS MOjENeH yrpo3 0e30MacHOCTH U
MOJIEJIEH ITOTEHIINAIbHBIX HapyIIUTENEH;

— chopMupOBaTh U Pa3BUTh KOMIETEHIMH, 3HAHUS U MPAKTUUYECKUE HABBIKM OOECIIeUEeHUs TeX-
HOJIOTHYECKOW M 3KCILTyaTallMOHHOH 0€301MacHOCTH 00bEeKTOB HH(OPMATH3ALINH .

JuciumuimHa HarmpasiieHa Ha GOPMUPOBAHHE CIICIYIOIIMX KOMIICTCHITHIA:

e [IK-2 - CnocobeH mpUMEHATHh MPOrpPaMMHBIE CPEJICTBA CHUCTEMHOIO, MPUKIAIHOTO U
CIIELMAJIbHOTO Ha3HAUYEHMs, THCTPYMEHTAIbHBIE CPEJICTBA, A3BIKA U CHUCTEMbI MPOTrpaM-
MUPOBAHUS IS PEIIeHUs IPOECCUOHATBHBIX 33134

e [IK-8 - CriocobeH oCymIecTBISITh MOHUTOPUHT U ayJUT 3aIIMIIEHHOCTH UH(GOpMAIUU B
aBTOMAaTU3UPOBAHHBIX CUCTEMAaxX

B pe3ynbrare ocBO€HUS AUCHUIIIMHBI 00 yYaIOLIUICS T0JKEH:

3HAaTh:

ApXUTEKTYpPy U IMPUHLHUIIBI TOCTPOCHUS ONEPALIMOHHBIX CUCTEM, MOJICUCTEM 3alllUThl HH(pOpMa-
IIUH, COCTAB THUIOBBIX KOH(PUrypaluii MporpaMMHO-aNNapaTHBIX CPEJICTB 3aILUThI 3aLIUIEHHbBIX
00BeKTOB MH(POPMATU3ALMU U CUCTEM 3aLUTHl MH(YOPMALUK Ha IpUMEpe MOOMIIbHBIX CUCTEM U
IPOMBIIIJICHHBIX CETeN;yrpo3bl 6€30MacHOCTH HH(POPMAIIMK U BO3MOXKHBIE TyTH UX pean3aluu

YMeTh: NpOTUBOAEHCTBOBATh Yrpo3aM 0e30MacHOCTH MH(OPMAIMKM C MCHOJIb30BAHUEM BCTPO-
€HHBIX CPEJCTB 3alUThl MH(POpPMaIMK Ha IpUMepe MOOMIIBHBIX CUCTEM M MPOMBIIIICHHBIX Ce-
TeH;0npeaesaTh MH(MOPMAMOHHBIE PECYPCHI, MOANEKAIINE 3aAIIUTE; ONPEIENaTh Yrpo3sl 0e3-
OTaCHOCTH MH(OPMAIIHH.

Bunaners:

KOHTPOJIEM KOPPEKTHOCTH (PYHKIIMOHUPOBAHUS MPOTPAMMHO-AIAPATHBIX CPEACTB 3aIIUTHI MH-
¢dopmaru B onepannoHHbIX cucremax npumepe 10T u IndustrialEthernet;

HaBBIKAMH TIO OTPEJIEICHUIO Yyrpo3 Oe3omacHOCTH WHGPOPMAIINH; HAaBBIKAMH IO BBIPAOOTKE pe-
KOMEHJIAIMi B paMKax MOJIEPHU3ALIMU CUCTEMBI 3aIUThl aBTOMAaTH3UPOBAHHBIX CHCTEM

[To qucruIuInHE TpeIyCMOTPEeHA TPOMEXKYTOUHAS aTTecTalus B (hopMe 3a4eTa ¢ OI[CHKOM.
OO6mmas TpyA0€MKOCTh OCBOCHHS TUCIIUTUIMHBI COCTABIISIET 3 3a4€THBIE €THHUIBI.



